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1. Introduction
This document will provide the architecture for receiving ETL data via FTP for the OCN Proof of Concept implementation.  FTP file transfer is an alternative for those who do not wish to utilize the web service functionality.  
2. ETL FTP Interface 
2.1. Security
The OCN ETL Gateway FTP (hereafter referred to as “OCN-FTP”) uses the File Transfer Protocol.  Each court is assigned a unique username and password for access to the FTP server.  SSH security is available with the product and additional client applications are available, if necessary for individual courts.  During the Proof of Concept details of the SecureFTP will be tested, looking to minimize the client side software requirements.
The user account will be locked after a pre-defined number of invalid login attempts.  Initially, the pre-defined number will be five (5) attempts and adjustments may be made as the Proof of Concept progresses.  No further messages will be accepted from a locked account until the account is reset by the OCN ETL Gateway administrator.    
Additional validation of the court id is contained within the data file transmitted and is outlined in the following sections.  

2.2. Sending Court Cases to OCN-FTP
The Court Cases are sent to OCN-FTP using FTP using the following naming convention for files being sent to the FTP Server.  
DataSourceID-CourtID-ReferenceNumber.dat  

These files contain XML similar to the following:
	            <ocnETLExchange xmlns="http://www.m3t4.com/ocn/1.0">

                <DatasourceID>System1</DatasourceID>

                <CourtID>Court1</CourtID>

                <ReferenceNumber>Ref#123345</ReferenceNumber>

                <RecordCountSent>2</RecordCountSent>

                <Case xmlns="http://www.m3t4.com/ocn/Case/1.0">

                    <CaseFilingDate>2007-08-01</CaseFilingDate>

                    <CaseParticipants>

                        <CasePerson>

                            <PersonName>

                                <PersonGivenName>Jane</PersonGivenName>

                                <PersonSurName>Doe</PersonSurName>

                            </PersonName>

                        </CasePerson>

                    </CaseParticipants>

                    <CaseTrackingID>

                        <ID></ID>

                    </CaseTrackingID>

                    <CaseType></CaseType>

                </Case>

                <Case xmlns="http://www.m3t4.com/ocn/Case/1.0">

                    <CaseFilingDate>2007-08-01</CaseFilingDate>

                    <CaseParticipants>

                        <CasePerson>

                            <PersonName>

                                <PersonGivenName>Fred</PersonGivenName>

                                <PersonSurName>Flintstone</PersonSurName>

                            </PersonName>

                        </CasePerson>

                    </CaseParticipants>

                    <CaseTrackingID>

                        <ID></ID>

                    </CaseTrackingID>

                    <CaseType></CaseType>

                </Case>

            </ocnETLExchange>




2.3. OCN-FTP Responses
Shortly after the court successfully transfers the file via FTP, the OCN-FTP service will begin processing the file.  This process includes:

1) Move the file to the “Processed” Subdirectory under the court’s home directory.  This event indicates the start of OCN-FTP processing.

2) If the file is not a valid XML document, the OCN-FTP service will create the following text file “DataSourceID-CourtID-ReferenceNumber.txt” with the following message “DataSourceID-CourtID-ReferenceNumber.dat is not a valid XML file.

3) If the file is valid XML, the file will be validated and logged in the “Cache” database. The results of the validation will be posted to the court’s home directory in the following file: 

DataSourceID-CourtID-ReferenceNumber.log

Validation consists of two tasks:  
a. Verifying the number of <Case> elements in the file corresponds to the number <RecordCountSent> element.  If this validation fails, the file will not be processed by the OCN-ETL server.

b. Verifying the file against the XML Schema.  If the validation finds an error, it will be included in the log file, but it does not prevent individual cases within the file from being processed by the OCN-ETL server.

This file will have the following structure:
	           <msgResponse xmlns="http://www.m3t4.com/ocn/1.0">

              <DatasourceID>System1</DatasourceID>

              <CourtID>Court1</CourtID>

              <ReferenceNumber>Ref#123345</ReferenceNumber>

              <RecordCountSent>2</RecordCountSent>

              <RecordCountRcvd>2</RecordCountRcvd>
              <ProcessingResults>

                <exceptionFound>true</exceptionFound>

                <exceptionLevel>Warning</exceptionLevel>

                <exceptionText>Invalid content at line 123: …</exceptionText>

            </ProcessingResults>

           </msgResponse>



<exceptionLevel> and <exceptionText> will only be included if <exceptionFound>=true.  

<exceptionLevel>=Error indicates that the file will not be processed by the OCN-ETL server.  This error occurs when either:

1) the number of <Case> elements does not correspond to <RecordCountSent>

2) database errors prevented the file from be loaded into the “Cache” database.  This error should be reported to the OCN Administrator.

<exceptionLevel>=Warning indicates a potential problem with at least one <Case> within the file.  However, “Warning” does not prevent individual items from being processed by the OCN-ETL server.
2.4. Assumptions
2.4.1. Maximum File Size

The preferred batch size as determined by the OCN team is 20MB.  If a court expects to regularly exceed this size for daily transmissions the OCN team will work with the vendor to define technical and scheduling options to maintain efficiency on both sides of the transmission. The maximum batch size for daily transmissions is 40MB.
2.4.2. Initial Load
During the initial load of court data it is assumed that data will be received via CD/DVD media at the Supreme Court.  For this data the format will be the same XML format.  This data will be processed as if it was received via FTP.  

Thus a valid user account will be required for that court, as responses to the data will be placed in the users FTP home directory.  

For the initial load it is required to break up the court data into multiple files.  The objective is to efficiently manage the processing of data from receipt through to the OCN Repository.  We are requesting separate files for each year of case history. For larger courts it may be necessary that the initial load data be broken up into multiple files.  The maximum batch size for transmissions through FTP or media is established at 60MB by the OCN teams.  Suggestions for the further breakdown are month within the year or case type within the year.  The final decision will be up to the individual vendor or court.
2.5. Related Files

In addition to this Interface overview document the following files are relevant for a court that will be utilizing FTP for submitting data to the OCN.  

2.5.1.1. OCN_Vendor_Mapping.xls

This document provides an overview of the data elements exchanged for a case. It identifies which case types may contain the element. Also, it lists if the element is required, repeated and the data formatting. Lastly, it includes the schema mapping for the OCNCaseETL-xsd.xsd.

2.5.1.2. OCNETL-xsd.xsd
This technical design file defines the batch header information that must be sent with each submission from the court. This includes fields such as datasource id, court id, reference number, etc. It imports the OCNCaseETL.xsd for the format of the case data.

2.5.1.3. OCNCaseETL-xsd.xsd
This technical file defines the format of the case data to be submitted by the court. It contains all of the fields that the OCN Repository can store. This document was based heavily on the OCN UI Requirements document developed for the JIS Portal.
3. Appendices
There are no relevant Appendices for this document. 
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